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Emsisoft Anti-Malware Enterprise Tutorial

This tutorial is for the beta version 0.9.6.0 released on January 30, 2012.

Installation

Download and install the newest version from our products site:
http://www.emsisoft.com/en/software/enterprise/

Launching the program for the first time after installation can take up to one minute as the database
structure has to be built first. You will then see a brief setup wizard displaying the following dialog
boxes that will help you set your basic preferences:

1. Change Administrator Password for Console. Default user name and password are "admin".

2. Language, Administrator's E-mail Address (for notifications), Enable Active Directory
Connection.

3. SMTP Settings: The mail account used for sending notifications to the administrator. As well
as the e-mail format (HTML or PDF).

4. Update Proxy: Will be installed and started automatically. The dialog box allows you to
change settings manually (for connections and ports).

After this, Console will launch. Now you can add new client PCs to the user account management.

Main application

Below we explain all dialog boxes of Emsisoft Anti-Malware Enterprise in more detail:
Security Status

Left-hand side: Overview of recently found malware and infected PCs provided that there have been
previous scans detecting malware.

Right-hand side: Version information and online update of Enterprise. Overview of how many PCs are
linked to Enterprise.

Scan
In order to launch remote scan on managed clients:

= Network Identification:
If the client PCs require a separate user account to log in, you can enter the information here.
Only necessary in environments without Active Directory.
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=  Computers:
Add single PCs to the list of PCs to be scanned by clicking on "Edit". If there is a PC missing in
the list, please click on "Add Computers..." to link them to Enterprise management.

=  Computer Groups:
You can also scan an entire group of PCs at once.

Launch scans by clicking on "Quick Scan", "Smart Scan", or "Deep Scan". The scanning progress is

displayed for each scan task of every PC.

Deploy

To launch remote installation of Emsisoft Anti-Malware on your clients.

= Identification:
The local administrator account with access to WMI functions of the local system in order to

create scheduled tasks. Always required.

= Remote Identification:
A user account with admin rights on the remote PC in order to launch installation of Emsisoft
Anti-Malware. Only necessary in environments without Active Directory.

=  Computers:
Add individual PCs to the list.

=  Computer Groups:
Add entire groups of PCs on which you would like to install Anti-Malware.

Launch remote installation on the selected client PCs by clicking on "Deploy". Progress is displayed in

the following dialog box.

Infections

For working on detected malware. Alerts will inform you of malware infections by default but they
will not remove them. This dialog box enables you to see the individual infections of the remote-
scanned PCs and to remove them. The two following views are available: Overview of detected
malware and infected PCs. Double-click on the listed infections to display details and removal

options.

Management

To configure Enterprise Console.

=  Users:
If you prefer individual users or user groups to have restricted access rights to Emsisoft Anti-
Malware only, then you can set the corresponding preferences here. For instance, you can
keep inexperienced users from disabling the malware protection or from changing the local

Anti-Malware configuration.

=  Computers:
A list of PCs managed by Enterprise Console. Same as the dialog for selecting PCs for remote

scans or remote installation.
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= Jobs:
Displays a history of active jobs. A job can be, for instance, a remote installation or a remote
scan. Double-click on jobs to display details.

= logs:
Logs all internal activities of Enterprise console. Such as scans, updates, etc.

=  Options:
All configuration elements displayed in the setup assistant at the beginning as well as some
detailed settings and the database backup (carried out automatically).

Reports

For graphic evaluation of infections within your managed network. Evaluations show either last
infection activity, top infections grouped by malware name or an overview of the most infected PCs.

Questions?

If you need more support during installation or operation of Emsisoft Anti-Malware Enterprise,
please contact us at enterprise@emsisoft.com.

Beta Note

The current version is still in beta stage. This means that there may still be a few software errors as
the development phase is not yet fully completed.

Please provide us with feedback to help us achieve the best quality for our final product.

Your Emsisoft Team

www.emsisoft.com
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